Basic Number Theory • Primes -2, 3, 5, 7, 11, 13, 17, 19, 23, 29 , … -1 is not prime -There are infinitely many primes.
Unique Factorization
• Divisibility by a prime -If p is prime and p | ab, then p | a or p | b.
• Unique factorization -Every integer has a unique factorization as a product of primes. Euclid's Algorithm Multiplicative Inverses
• If a is relatively prime to n, then there exists x such that ax = 1 (mod n). • x is the multiplicative inverse of a (mod n).
• We can find x using the Extended Euclid's Algorithm.
-ax+ny=1 implies that ax = 1 (mod n)
• Example -The multiplicative inverse of 23 (mod 120) is 47, since 1 = -9·120 + 47·23.
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Public Key Cryptography
• Goal: Allow users to communicate securely even if they don't share a secret key.
• Each user publishes a public key and also keeps a private key secret.
• Anyone can encrypt a message using Alice's public key, but only she can decrypt it, using her private key. • Also, Alice can "sign" a message by encrypting it with her private key.
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The RSA Cryptosystem
• Randomly choose two large primes p and q. -p = 835,751,544,821 q = 391,047,152,189 -(Really p and q should be about 150 digits long.)
• Let n = pq. -n = 326,818,261,539,809,441,763,169 • Idea: Factoring n is hard! • Compute φ(n) = (p-1)(q-1).
-φ(n) = 326, 818,261,538,582,643,066,160 -(φ(n) gives the number of integers less than n that are relatively prime to n.)
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• Choose e relatively prime to φ(n).
-e = 3
• Use Extended Euclid's Algorithm to compute d, the multiplicative inverse of e (mod φ(n)). 217, 878, 841, 025, 721, 762, 044, 107 • (e,n) is the RSA public key.
• (d,n) is the RSA private key.
• Encryption: E(M) = M e mod n.
• Decryption: D(C) = C d mod n.
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Fast Exponentiation 
